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1 Copyright © YASKAWA Europe GmbH

All Rights Reserved

Document support

Technical support

This document contains proprietary information of YASKAWA and is not to be disclosed
or used except in accordance with applicable agreements.

This material is protected by copyright laws. It may not be reproduced, distributed, or
altered in any fashion by any entity (either internal or external to YASKAWA) except in
accordance with applicable agreements, contracts or licensing, without the express
written consent of YASKAWA and the business management owner of the material.

For permission to reproduce or distribute, please contact: YASKAWA Europe GmbH,
European Headquarters, Philipp-Reis-Str. 6, 65795 Hattersheim, Germany

Tel.: +49 6196 569 300
Fax.: +49 6196 569 398
Email: info@yaskawa.eu

Internet: www.yaskawa.eu.com

) Every effort has been made to ensure that the information contained in
i this document was complete and accurate at the time of publishing. Nev-
ertheless, the authors retain the right to modify the information.

1

This customer document describes all the hardware units and functions
known at the present time. Descriptions may be included for units which
are not present at the customer site. The exact scope of delivery is
described in the respective purchase contract.

Contact your local representative of YASKAWA Europe GmbH if you have errors or ques-
tions regarding the content of this document. If such a location is not available, you can
reach YASKAWA Europe GmbH via the following contact:

European Headquarters, Philipp-Reis-Str. 6, 65795 Hattersheim, Germany

Email: Documentation.HER@yaskawa.eu

Contact your local representative of YASKAWA Europe GmbH if you encounter problems
or have questions regarding the product. If such a location is not available, you can reach
the YASKAWA customer service via the following contact:

YASKAWA Europe GmbH,
European Headquarters, Philipp-Reis-Str. 6, 65795 Hattersheim, Germany

Tel.: +49 6196 569 500 (hotline)
Email: support@yaskawa.eu
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2 Overview

Hazards

Precautions

Further Information

The topic of data security and access protection has become increasingly important in the
industrial environment. The increased networking of entire industrial systems to the net-
work levels within the company together with the functions of remote maintenance have
all served to increase vulnerability. Hazards can arise from:

B Internal manipulation such as technical errors, operating and program errors and
deliberate program or data manipulation.

B External manipulation such as software viruses, worms and trojans.
B Human carelessness such as password phishing.

The most important precautions to prevent manipulation and loss of data security in the
industrial environment are:

B Encrypting the data traffic by means of certificates.

B Filtering and inspection of the traffic by means of VPN - "Virtual Private Networks".
B [dentification of the user by "Authentication" via save channels.
[

Segmenting in protected automation cells, so that only devices in the same group can
exchange data.

B Deactivation of unnecessary hardware and software.

You can find more information about the measures on the following websites:

B Federal Office for Information Technology www.bsi.bund.de
B Cybersecurity & Infrastructure Security Agency us-cert.cisa.gov
B VDI /VDE Society for Measurement and Automation Technology www.vdi.de
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3 Protection of hardware and applications

Precautions B Do not integrate any components or systems into public networks.

— Use VPN "Virtual Private Networks" for use in public networks. This allows you to
control and filter the data traffic accordingly.

B Always keep your system up-to-date.
— Always use the latest firmware version for all devices.
— Update your user software regularly.
B Protect your systems with a firewall.
— The firewall protects your infrastructure internally and externally.
— This allows you to segment your network and isolate entire areas.
B Secure access to your plants via user accounts.
— If possible, use a central user management system.
— Create a user account for each user for whom authorization is essential.
— Always keep user accounts up-to-date and deactivate unused user accounts.
B Secure access to your plants via secure passwords.
— Change the password of a standard login after the first start.

— Use strong passwords consisting of upper/lower case, numbers and special char-
acters. The use of a password generator or manager is recommended.

— Change the passwords according to the rules and guidelines that apply to your
application.

B Deactivate inactive communication ports respectively protocols.

— Only the communication ports that are used for communication should be acti-
vated.

— Only the communication protocols that are used for communication should be
activated.

B Consider possible defence strategies when planning and securing the system.

— The isolation of components alone is not sufficient for comprehensive protection.
An overall concept is to be drawn up here, which also provides defensive meas-
ures in the event of a cyber attack.

— Periodically carry out threat assessments. Among others, a comparison is made
here between the protective measures taken and those required.

B Limit the use of external storage media.

— Via external storage media such as USB memory sticks or SD memory cards,
malware can get directly into a system while bypassing a firewall.

— External storage media or their slots must be protected against unauthorized
physical access, e.g. by using a lockable control cabinet.

— Make sure that only authorized persons have access.
— When disposing of storage media, make sure that they are safely destroyed.
B Use secure access paths such as HTTPS or VPN for remote access to your plant.

B Enable security-related event logging in accordance with the applicable security
policy and legal requirements for data protection.
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4 Protection of PC-based software

Precautions Since PC-based software is used for programming, configuration and monitoring, it can
also be used to manipulate entire systems or individual components. Particular caution is
required here!

Use user accounts on your PC systems.

— If possible, use a central user management system.

— Create a user account for each user for whom authorization is essential.

— Always keep user accounts up-to-date and deactivate unused user accounts.
Protect your PC systems with secure passwords.

— Change the password of a standard login after the first start.

— Use strong passwords consisting of upper/lower case, numbers and special
characters. The use of a password generator or manager is recommended.

— Change the passwords according to the rules and guidelines that apply to your
application.

Enable security-related event logging in accordance with the applicable security
policy and legal requirements for data protection.

Protect your PC systems by security software.

— Install virus scanners on your PC systems to identify viruses, trojans and other
malware.

— Install software that can detect phishing attacks and actively prevent them.
Always keep your software up-to-date.

— Update your operating system regularly.

— Update your software regularly.

Make regular backups and store the media at a safe place.

Regularly restart your PC systems. Only boot from storage media that are protected
against manipulation.

Use encryption systems on your storage media.

Perform security assessments regularly to reduce the risk of manipulation.

Use only data and software from approved sources.

Uninstall software which is not used.

Disable unused services.

Activate a password-protected screen lock on your PC systems.

Always lock your PC systems as soon as you leave your PC workstation.

Do not click any links that come from unknown sources. If necessary ask, e.g. on e-
mails.

Use secure access paths such as HTTPS or VPN for remote access to your PC
system.
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